先確認瀏覽器SSL V3是否關閉，可連線到https://zmap.io/sslv3/檢查
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IE 10
點選右上角齒輪，再選擇『網際網路選項』
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將頁籤切換到最右邊的『進階』，將畫面往下拉，找到『使用SSL 2.0』及『使用SSL 3.0』將其勾勾取消，並勾選『使用TLS 1.0』、『使用TLS 1.1』、『使用TLS 1.2』
[image: ]
再次檢查SSL V3是否已關閉
[image: ]



Firefox
請在網址列輸入『about:config』，會出現一警告訊息
[image: ]
在search處輸入『security.tls.version.min』再按Enter
[image: ]
過濾出相關項目後，再『security.tls.version.min』連點兩下會出現一小視窗，將原有0改為1，再選擇OK即可。
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Chrome
新版本的Chrome預設已關閉SSL V3，如檢查結果依舊未關閉，可依下列操作
在捷徑上點滑鼠右鍵再選擇內容，如沒有捷徑也可以自己建一個。
[image: ]
在捷徑後方加上『-ssl-version-min=tls1』，加在雙引號外面，確定後利用捷徑進入Chrome，再檢查SSL V3是否關閉。
[bookmark: _GoBack][image: ]
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A This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and performance of
this application. You should only continue if you are sure of what you are doing.

‘Show this warning next time

il be careful, I promise!
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Search:

Preference Name
accessibility.accesskeycausesactivation

accessibility blockautorefresh

accessibility browsewithcaret

accessibility browsewithcaret_shortcut enabled
accessibility delay_plugin_time

accessibility delay_plugins
Jaccessibilit.force_disabled

Jaccessibility. mouse_focuses_formcontrol
Jaccessibility.tabfocus
accessibilitytabfocus_applies_to_xul
Jaccessibility.typesheadfind
accessibility.typesheadfind autostart
accessibility.typeaheadfind.casesensitive:
accessibilitytypeaheadfind.cnablesound
Jaccessibility.typesheadfind.enabletimeout
accessibility.typeheadfind flashBar
‘accessibility.typesheadfind inksonly
laccessibility.typeaheadfind matchesCountlimit
accessibility.typesheadfind matchesCountTimeout
accessibility.typeaheadfind prefilwithselection
accessibility.typesheadfind. soundURL
accessibility.typesheadfind startlinksonly
accessibility.typeaheadfind timeout
accessibility.usebrailledisplay

accessibility usstexttospeech

accessibility.wam_on_browsewithcaret
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securitytisversion.min userset integer 1

services sync prefs sync security Hsversion.min default boolean  true.
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POODLE Attack and SSLv3 Deployment

On Tuesday, October 14,2014, Google released details on the POODLE attack, a padding oracle attack that targets CBC-mode ciphers in SSLv3. The
vulnerability allows an active MITM attacker to decrypt content transferred an SSLv3 connection. While secure connections primarily use TLS (the

successor to SSL), most users were vulnerable because web browsers and servers will downgrade to SSLv3 if there are problems negotiating a TLS
session.

There are several excellent articles about the attack. Adam Langley (Google) has published technical details of the attack. Matthew Green (Johns
Hopkins University) has also posted aless technical blog post on the attack and Google has released a security advisory.

This site includes several sections:
« Statistics on SSLv3 Deployment
« Popular HTTPS Sites that do not support TLS

« Sysadmin Guide: How to disable SSLv3 in common server products
« Internet User Guide: How to disable SSLv3 in common web browsers

This report is maintained by computer scientists at the University of Michigan including Zakir Durumeric, David Adrian, James Kasten, Drew Springall,
Michael Bailey, and J. Alex Halderman. The team can be contacted at poodie-team@umich.edu.
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On Tuesday, October 14,2014, Google released details on the POODLE attack, a padding oracle attack that targets CBC-mode ciphers in SSLv3. The
vulnerability allows an active MITM attacker to decrypt content transferred an SSLv3 connection. While secure connections primarily use TLS (the
successor to SSL), most users were vulnerable because web browsers and servers will downgrade to SSLv3 if there are problems negotiating a TLS
session.

There are several excellent articles about the attack. Adam Langley (Google) has published technical details of the attack. Matthew Green (Johns
Hopkins University) has also posted aless technical blog post on the attack and Google has released a security advisory.

This site includes several sections:

« Statistics on SSLv3 Deployment
« Popular HTTPS Sites that do not support TLS

« Sysadmin Guide: Howto disable SSLv3 in common server products

« Internet User Guide: How to disable SSLv3 in common web browsers

This report is maintained by computer scientists at the University of Michigan including Zakir Durumeric, David Adrian, James Kasten, Drew Springall,
Michael Bailey, and J. Alex Halderman. The team can be contacted at poodie-team@umich.edu.
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Statistics on SSLv3 Deployment
Popular HTTPS Sites that do not support TLS

Sysadmin Guide: How to disable SSLv3 in common server products
Internet User Guide: How to disable SSLv3 in common web browsers

This report is maintained by computer scientists at the University of Michigan including Zakir Durumeric, David Adrian, James Kasten, Drew Springall,
Michael Bailey, and J. Alex Halderman. The team can be contacted at poodie-team@umich.edu.
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POODLE Attack and SSLv3 Deployment

Good News

On Tuesday, October 14, 2014, Google released details on the POODLE attack, a padding oracle attack that targets CBC-mode ciphers in SSLv3. The
vulnerability allows an active MITM attacker to decrypt content transferred an SSLv3 connection. While secure connections primarily use TLS (the
successor to SSL), most users were vulnerable because web browsers and servers will downgrade to SSLv3 if there are problems negotiating a TLS
session.

There are several excellent articles about the attack. Adam Langley (Google) has published technical details of the attack. Matthew Green (Johns
Hopkins University) has also posted aless technical blog post on the attack and Google has released a security advisory.

This site includes several sections:

« Statistics on SSLv3 Deployment

« Popular HTTPS Sites that do not support TLS

« Sysadmin Guide: Howto disable SSLv3 in common server products

« Internet User Guide: How to disable SSLv3 in common web browsers

This report is maintained by computer scientists at the University of Michigan including Zakir Durumeric, David Adrian, James Kasten, Drew Springall,
Michael Bailey, and J. Alex Halderman. The team can be contacted at poodie-team@umich.edu.





